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The insurance industry is a target for many different types of cyberattacks. Ransomware is a top threat to the 
insurance industry due in part to the role of cyber insurance coverage of ransomware attacks. Insurance companies 
also possess a great deal of personally identifiable information (PII) on their retail business-to-consumer (B2C) 
policyholders that bad actors can use for fraud and other malicious purposes, including insurance fraud.

Exposure of policyholder information can occur both at insurance companies themselves and at third parties that 
handle it, particularly healthcare providers and insured enterprises. The PII of B2C policyholders is also useful to 
state-sponsored threat actors because of the amount of detail that it contains. In addition, hacktivists have been 
known to target insurance companies for ideological reasons.

In this research report we will use threat intelligence data from IntSights, a Rapid7 company, to provide an overview 
of the threats facing insurers at a global level. We will also provide a series of recommendations based on the shared 
information, such that insurers and other industry stakeholders can effectively protect their organizations.

Ransomware Attacks on Insurance Companies
 
Insurance companies can and do become targets of ransomware attacks like companies in any other industry. 
Insurers that provide cyber insurance coverage in particular, however, may be more attractive targets to ransomware 
operators. Compromises of their networks would give ransomware operators a way to identify and obtain policy 
details and security standards for their cyber insurance customers.

Cyber insurance coverage for ransomware attacks, particularly coverage of ransom payments, makes companies 
more attractive targets to ransomware operators due to the perception that those policyholders are more likely 
to pay ransoms if their insurers cover it. The details of cyber insurance policies, particularly the maximum ransom 
amount that a cyber insurance policy will cover, are also very useful to ransomware operators. Ransomware 
operators can use that information to calculate an optimal ransom amount that is both high enough to maximize 
profit but low enough for victims to accept. Knowledge of the security standards that cyber insurers require their 
customers to fulfill also helps attackers craft their techniques to evade victims’ security measures.

It may not be a coincidence that the Asian components of global cyber insurer AXA became the target of an Avaddon 
ransomware attack in May 2021, shortly after it announced that it would stop reimbursing new French customers for 
ransom payments to ransomware attackers. That decision came in response to claims by French officials that cyber 
insurance coverage of ransom payments was encouraging more ransomware attacks and higher ransom demands. 
The Avaddon attackers may have aimed to punish and make an example out of AXA for this change in its ransomware 
coverage.

According to reports, the AXA compromise may have originated at a third-party vendor, Inter Partners Assistance 
(IPA) in Thailand. The attackers posted samples of three terabytes of data that they claimed to have obtained from 
the breach, including identity documents, claims, claim denials, reimbursements, bank account details, customer 
medical records, and fraud investigations at healthcare providers. Avaddon is somewhat unusual in that, unlike most 
ransomware operators, it also conducts DDoS attacks on victims’ infrastructure as another form of extortionate 
pressure, as it did in this case.
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A ransomware attack on a U.S. insurance company yielded one of the largest-ever reported ransom payments 
and one of the most salient examples of inflation in cyber ransom demands. CNA Financial, which provides cyber 
and other types of insurance, reportedly paid a ransom of $40 million USD to Phoenix CryptoLocker ransomware 
operators in March 2021. The attackers gained initial access to an employee workstation via a malicious browser 
update on a compromised legitimate website. The attackers moved laterally within the environment until they gained 
access to credentials with privileges elevated enough to deploy their ransomware payload. The attackers even 
encrypted files on the machines of remote employees connected to CNA infrastructure via VPN.

CNA initially claimed that the attack did not expose its insurance policy details, such as coverage limits. CNA later 
disclosed that the attackers compromised some personal data, such as Social Security numbers and (in some cases) 
health insurance details for approximately 75,000 individuals, most of whom were current or former employees or 
contractors or their family members. Ironically, CNA later disclosed that its own cyber insurance coverage would not 
cover all of its financial losses from this incident.

Other insurance companies providing cyber coverage have become targets of ransomware attacks as well, 
although it remains unclear to what extent, if any, their cyber insurance coverage might have made them targets for 
ransomware operators. For example, Tokio Marine Insurance Singapore, the subsidiary of a Japanese property and 
casualty insurer that also provides cyber coverage, disclosed in August 2021 that it had experienced a ransomware 
attack but provided few other details.

Ransomware Data Disclosure
 
The threat of data disclosure has now become a standard component of ransomware attacks and an additional 
layer of extortion, beyond the traditional focus on merely encrypting files and holding them for ransom. Threatening 
to dump compromised files on the dark web for further misuse by other criminals aims to put more pressure on 
victims to pay ransoms, given the potential for the loss of customer confidence and the potential legal or regulatory 
implications of exposing customer or employee data.

For example, Iranian Black Shadow attackers fulfilled a threat to expose the PII of customers of the compromised 
Israeli insurance company Shirbit in late 2020. The compromised data that the attackers exposed included photos 
of drivers’ licenses and other identity documents and forms with customers’ names and addresses. Many Shirbit 
customers were government employees. Israel is a common target for Iranian attackers collecting information for 
the Iranian government, but Iranian criminals may target Israel as well for a combination of financial and nationalistic 
reasons.

The data disclosure layer of ransomware attacks came to the forefront of a June-September 2020 RagnarLocker 
ransomware attack on U.S. insurance broker Arthur J. Gallagher (AJG). Indeed, the duration of the incident suggests 
that spending time collecting data from the compromised network before deploying ransomware on it was equally or 
more important to the attackers. Compromised PII data sets included: Social Security and tax identification numbers; 
identity document numbers; dates of birth; usernames and passwords; bank account and payment card numbers; 
medical and biometric details; and electronic signatures. Some affected individuals filed a lawsuit against AJG for 
allegedly failing to protect their PII and to notify them of its compromise in a timely manner, claiming that they had 
suffered identity theft as a result.
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Ransomware operators can also expose the policy details of insured companies via dark web data disclosures of 
files from the networks of enterprise ransomware victims. For example, in July 2021, IntSights security researchers 
discovered a ransomware data dump from a Chinese automotive and equipment manufacturing company that 
included its insurance information. The 2.5 TB data dump also included finance, accounting, banking, and customer 
information.

Similarly, insurance documents were among the various types of files that “Lorenz” ransomware operators disclosed 
after an attack on the U.S. financial services company eCapital in September 2021, as IntSights researchers 
observed. Other exposed data included email correspondence, invoices, loan forms, and reports from agents.

The Compromise and Sale of B2C Policyholder Data
 
Aside from enterprise customers, insurance companies also possess a great deal of sensitive information on their 
individual retail customers that criminals can use for fraud and other malicious purposes. The most important PII 
data points are dates of birth and Social Security numbers, or the non-U.S. counterparts thereof (such as taxpayer 
identification numbers). These serve as key ingredients in identity theft operations, such as fraudulent credit 
applications. In the context of insurance policyholder data in particular, the most valuable data points, aside from the 
actual policy details themselves, are often identity document numbers and scans, such as for passports and drivers’ 
licenses.

For example, the U.S. insurer Ryan Specialty Group experienced a compromise of employee email accounts in April 
2021 that may have exposed customers’ PII. The affected PII data points included names, Social Security numbers, 
drivers’ license and passport details, and financial account details. Similarly, Pacific Speciality Insurance Company 
detected a March 2019 phishing attack on employee email accounts that may have resulted in the compromise of 
customers’ PII. The potentially exposed PII data points included names, Social Security numbers, drivers’ license and 
other identification numbers, personal financial details, payment card details, and health insurance details.

Auto insurance companies are another source of PII and other data points that criminals can use for fraud and other 
malicious purposes. For example, in January 2021, IntSights security researchers discovered that the Chinese-
speaking criminal “rebecca” was selling access to records from Chinese auto insurance companies, auto dealership 
service shops, and traffic management offices for $3 each. The records included names, phone numbers, street 
addresses, drivers’ license numbers, identification card numbers, license plate numbers, and vehicle identification 
numbers (VINs) (see Figure 1).
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Figure 1

Attackers can also use already compromised PII from other sources to try to obtain more PII from insurers’ 
automated quote tools, particularly for car insurance. For example, Farmers Insurance disclosed that, in January and 
February 2021, attackers used victims’ names, street addresses, and dates of birth in its automated car insurance 
quote tool in attempts to obtain their drivers’ license numbers.

Similarly, around the same time in January 2021, attackers exploited a bug in the software of car insurance startup 
Metromile to obtain drivers’ license numbers and other PII data points. Also around the same time, from January 
to March 2021, the car insurance company Geico reported that attackers exploited its online sales platform 
using already compromised PII from other sources to obtain victims’ drivers license numbers. The attackers may 
have aimed to use drivers’ license numbers to submit fraudulent unemployment claims, taking advantage of 
unemployment programs overwhelmed by pandemic-based claims and seeking to obtain additional pandemic-
related relief payments.

Security bugs or misconfigurations of public-facing customer web applications may be a broader problem for the 
insurance industry. For example, it emerged in May 2021 that unauthenticated users could reportedly gain access to 
and manipulate the accounts of customers of the U.S. home, rental, and pet insurer Lemonade.

Compromises at healthcare providers are a significant source of exposure for health insurance providers. Health 
insurance policy details are one of several types of data points that make healthcare providers valuable targets for 
criminals serving the fraud market. The compromised protected health information (PHI) in the patient records of 
hospitals, medical practices, and other healthcare providers often contains policy details that criminal buyers can 
use for insurance fraud, along with the dates of birth and Social Security numbers that identity thieves can use for 
fraudulent credit applications.
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For example, in February 2021, IntSights security researchers observed that the South American group 
KelvinSecTeam was selling access to patient records from a purported compromise of a healthcare center in Virginia. 
The records included patients’ health insurance policy details, along with tax, income, and residence details (see 
Figure 2).

Similarly, IntSights security researchers observed that, in November 2020, username “Celebrate” was selling access 
to 3.4 GB of compromised SQL databases from U.S. healthcare providers, including databases of patients’ insurance 
and billing details. Other databases included details on physicians and job applications (see Figure 3).

Attackers can also use already compromised PII from other sources to try to obtain more PII from insurers’ 
automated quote tools, particularly for car insurance. For example, Farmers Insurance disclosed that, in January and 
February 2021, attackers used victims’ names, street addresses, and dates of birth in its automated car insurance 
quote tool in attempts to obtain their drivers’ license numbers.

Figure 2

Figure 3
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COVID-19 Related Exploits
 
The COVID-19 pandemic has created many opportunities for attackers to exploit, particularly in their attacks on 
healthcare organizations, to whom this public health crisis is uniquely relevant. For example, the emergence of 
COVID-19 vaccination and testing records has created a new data set of patient records for attackers to target. The 
more frequent use of these PHI records for non-health purposes, such as employment, travel, and access to public 
places, has given attackers more opportunities to target them. As with other patient data sets, COVID-19 records 
may include data points that bad actors can use for fraud, such as health insurance fraud with health insurance 
details, or identity theft with dates of birth and Social Security numbers.

For example, in October 2020, the South American group KelvinSecTeam offered to sell 14,000 COVID-19 test results 
from a drive-through testing service in California. The records included health insurance details, along with names, 
dates of birth, Social Security numbers, and street addresses for tested patients (see Figure 4).

Both public and private health insurance providers can become targets for criminals and fraudsters. The U.S. is a top 
target for criminals due to its affluence, the large scale of its economy, and the use of English. Accordingly, Medicare 
and Medicaid coverage details are popular commodities in these underground criminal marketplaces. For example, in 
February 2021, IntSights security researchers observed that username “rytsoft” was purportedly selling access to 
more than 10,000 Medicare policyholder records and claimed that he could gain access to newer, “fresher” records 
upon request. The records also included names, dates of birth, and street addresses (see Figure 5).

Figure 4

Figure 5
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State-Sponsored Threats
 
Fraudsters may be the primary consumers of such compromised PII, but state-sponsored threat actors can also use 
it in support of intelligence operations and for investigative purposes. Foreign intelligence services collect PII and 
ingest it into searchable databases against which they conduct targeted queries in support of human intelligence 
(HUMINT) operations or signals intelligence (SIGINT) collection.

The SIGINT components of foreign intelligence services and communities can monitor phone numbers and email 
addresses from PII data sets for more coverage of select persons of interest. Overseas HUMINT operations, with 
intelligence officers deployed in foreign countries in search of human sources to develop and recruit, often entail 
queries for more information on persons of interest that they encounter, or as a source of leads for them to pursue 
for development or recruitment. Other use cases for compromised PII in foreign intelligence services include the 
vetting of visa applicants, airline passengers, and other travelers for counterterrorism, counternarcotics, or other 
national security purposes. Identifiers such as dates of birth, Social Security numbers, and identity document 
numbers often facilitate these queries by enabling analysts to distinguish multiple individuals with the same or 
similar names, which can be harder if those names are in a foreign language.

Indeed, one of the most significant state-sponsored incidents to have ever affected the insurance industry was  
the 2014-5 breach of U.S. health insurer Anthem, which security researchers attributed to the state-sponsored 
Chinese cyber espionage group “Deep Panda.” This incident affected 78.8 million American customers of Anthem’s 
various brands.

The Anthem attackers’ infrastructure had connections to infrastructure spoofing the U.S. Office of Personnel 
Management (OPM), which handles security clearances for federal employees and contractors with access to 
classified information. OPM had also experienced a data breach attributable to Chinese cyber espionage in 2014. 
Security researchers posited that Chinese intelligence consumers aimed to cross-reference Anthem and OPM data in 
order to identify U.S. security clearance holders with large healthcare debts, whom they believed might be vulnerable 
to development and recruitment as financially motivated HUMINT sources for Chinese intelligence services.

HUMINT field officers seek out prospective sources that have both: a) access to non-public information that 
intelligence consumers seek; and b) personal vulnerabilities that HUMINT officers can exploit in order to persuade 
them to commit espionage on behalf of a foreign government. The OPM breach would have given them access to 
information on U.S. security clearance holders.

Financial vulnerabilities, such as debts, are a primary reason for HUMINT sources to commit espionage, and high 
healthcare costs are a leading source of indebtedness among Americans. Blue Cross Blue Shield, one of Anthem’s 
brands, provided healthcare coverage for approximately half of the U.S. federal workforce at the time of the incident. 
A precisely crafted query could thus identify U.S. security clearance holders with large healthcare debts that might 
have financial reasons to become HUMINT sources for a Chinese intelligence service.
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Hacktivists Targeting Insurance Companies
 
Ideologically motivated hacktivists can also disclose target insurance companies in support of their political or 
economic goals. For example, in May 2021, the South American group KelvinSecTeam disclosed what it described 
as user information from compromises of Colombian banks, a Colombian government agency, and a Colombian 
insurance company, as IntSights security researchers observed. A sample of the data included names, usernames, 
passwords, job titles, employee numbers, and email addresses.

Hacktivists often target the financial institutions and government agencies of a given country in the belief that such 
attacks undermine its political and socio-economic power structure. In this case, the Colombian insurance company 
probably became a target as part of a broader campaign against the Colombian financial sector, as the targeting of 
Colombian banks suggests. KelvinSecTeam engages in both criminal and hacktivist activity and appears to have been 
functioning in the latter capacity in this particular case.
Industry Recommendations
 
Cyber insurance coverage of ransomware attacks may be a significant factor in ransomware attacks on insurance 
companies. Cyber insurers should thus take steps to avoid making their cyber policyholders more desirable targets 
and to avoid becoming targets themselves. Cyber insurers should publicly refrain from identifying specific enterprise 
customers by name for any reason, lest those customers become targets. Cyber insurance policy details, particularly 
covered ransom amounts and security standards for the insured, should be closely guarded within one’s network 
with extra layers of protection, such as encryption and network segmentation.

Retail policyholder PII also warrants additional layers of protection, such as encryption and network segmentation, 
because this is one of the most valuable data sets that both criminals and state-sponsored threat actors seek in 
their attacks on insurance companies. Public-facing web applications and other infrastructure, such as automated 
quote tools, should undergo rigorous testing and scrutiny in order to avoid bugs and misconfigurations that could 
inadvertently expose consumer data, as in the series of incidents that affected car insurance companies in early 
2021.

Third parties are an unavoidable source of risk, particularly for health insurers. Compromises of policyholder details at 
healthcare providers are a major source of data exposure for health insurers in particular and key enablers for health 
insurance fraud. Third-party risk management solutions can mitigate many risks from external sources.

Threat intelligence is a key component of any cybersecurity strategy. It informs enterprises about the specific threats 
that they face and thus enables them to tailor their defenses accordingly. For example, cyber insurance providers can 
learn about ransomware operators targeting them because of their cyber insurance coverage, or those that target 
their policyholders in the hopes that ransom coverage will make them more likely to pay. Similarly, threat intelligence 
can inform insurance companies of the types of data that bad actors hope to acquire from them and the methods 
that they use to obtain it, such as exploiting misconfigured or poorly secured automated quote tools.
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Protection Is Specific
 
PII can sit dormant at a provider for years (particularly when it comes to more sensitive healthcare data), just waiting 
to be preyed upon. During the pandemic, this has been particularly true of PHI — perhaps the most sensitive 
information for an individual. To protect your organization and the PII it safeguards, it’s critical to think not only about 
additional layers of protection, but the context of the business onto which you’re applying those layers. B2C security 
measures will have significant differences from their B2B (business-to-business) counterparts; security at an auto 
insurer may operate differently from that of a healthcare insurer.

Additionally, rigorous research and risk-management mitigation can help put security minds at ease when it comes to 
doing business with third parties. Thinking holistically about the threats your industry faces, as well as strategically 
leveraging data to find those specific threats, may not mean your organization is 100% protected. But, it very well 
may buy more time to quickly shore up security against impending threats and remediate malicious actions faster in 
case of a breach.

About IntSights
IntSights, a Rapid7 company, enables organizations of any type or size to gain the full benefits of external threat 
intelligence, no matter the size or sophistication of their threat intelligence programs. Unlike any other solution on the 
market, IntSights takes the complexity out of threat intelligence and delivers instant value without the heavy lift or 
sizable resource allocation that traditional threat intelligence solutions require. Designed to scale, IntSights is for any 
company, and frictionless integration of our real-time cyber threat intelligence with existing security infrastructure 
allows enterprises to maximize return on investment. 

IntSights has offices in Amsterdam, Boston, Dallas, New York, Singapore, Tel Aviv, and Tokyo. To learn more, visit 
intsights.com or connect with us on LinkedIn, Twitter, and Facebook.
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