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ABSTRACT

The management of risks arising from products, systems, projects, or business undertakings

is a broad subject. The fundamental tenets of risk management is anticipation/forecasting and

timely prevention or mitigation against all undesirable safety, commercial, and potentially

environmental facets in a given context. In practice, given the potential for failures and loss

posed by advancing technologies and complexity in the world around us, the discipline of

risk management has not evolved to cope with the enormous challenges posed. This paper

proposes a rational and structured approach to this largely subjective discipline, based on

emergent properties of a system of principles. It is argued that systematic risk management

also constitutes a fundamental and potent component of the safety case regime in vogue

today. © 1999 John Wiley & Sons, Inc. Syst Eng 3: 156�167, 1999

1. INTRODUCTION

The largest criminal investigation in American history

came to an inconclusive end during late July 1997. The

subject, TWA 747 Flight 800, which blew up in the sky

south of Long Island, New York, USA, killing all 230

people onboard. The accident happened with such fe-

rocity and speed that, a year after, the investigators

could not tell the victim�s families the probable causes

of the catastrophic explosion in the plane�s center fuel

tank. The scores of federal investigators initially search-

ing for the clues in support of terrorist links with the

accident have given way to the groups of scientists

searching for more plausible explanations. This is in

contrast with the early theories promulgated by federal

investigators who have now come to realize that evi-

dence of malicious act, if it exists, is resting on the ocean

floor. The National Transportation Safety Board

(NTSB) of the United States anticipates spending

around $27 million, i.e., more than half of its annual

budget, on a number of mainly mechanical theories to

determine the reasons behind Flight 800�s fate. The

affair has caused disagreement between the Federal

Aviation Authority and NTSB on the causality and

potential preventative measures. The fear is, however

improbable, that the catastrophe may happen again

unless the mystery is unraveled through persistence and

resourcefulness.

The TWA case review reported in Newsweek a year

after the accident is illustrative of the ever-increasing

complexity and pace of advancement and the massive

scale of consequent loss associated with the large-scale© 1999 John Wiley & Sons, Inc. CCC 1098-1241/99/030156-12
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technological accidents. While emerging technologies

promise better value, speed, comfort, quality, and quan-

tity, there is a threat that safety may not be readily

sustained, let alone improved. There is a desperate need

for innovative tools, techniques, and approaches, ena-

bling systematic knowledge to be applied to the design,

realization, and exploitation of complex products, sys-

tems, processes, and undertakings (projects). The dis-

cipline that deals with the anticipation, elimination, or

mitigation of potential adversities is generally known

as risk management. However, the science and technol-

ogy of risk management has not evolved at a pace to

render effective solutions commensurate with the chal-

lenges of today.

A systems framework for proactive application of

creative and empirical knowledge in the management

of potential for harm and loss arising from complex

situations is developed in this paper. The framework

comprises a number of principles which, while not

entirely new in their own right, manifest an emergent

property when applied as a coherent system, thus a new

synthesis. The systematic approach to risk management

set out in this paper, with a particular focus on the

achievement and maintenance of safety throughout the

life-cycle, is mainly based on the observations and

experience within the UK railways. While derived

within the safety conscious railway environment, the

principles cited are universal and are equally applicable

to risk management of any product, process, or under-

taking in any other context. What may vary is the depth

and breadth of application of each principle within the

framework. A complementary perspective to that advo-

cated within the emerging international standard on

Functional Safety [IEC] is also proposed, and a critique

of the standard in the context of risk and safety is

offered.

2. SAFETY RISK, THE UK�S LEGAL
FRAMEWORK

The intricacies of the UK�s evolutionary legal frame-

work led to a review and appraisal of its principles

during early 1970s, culminating in the report of the

Robens Committee of 1972. The committee identified

a number of structural features, namely:

• classically prescriptive nature of the legislation,

resulting in an unnecessary level of detail to the

level of specifying exact numerical limits

• fragmented; hence a multitude of laws in a given

context

• potential inconsistency among a suite of laws and

regulations applicable to a given domain

• insufficient protection of the public outside spe-

cific sectors.

It became evident that a progression from prescrip-

tion was a prudent way to abate the rigors of the legal

framework and ensure that:

• the control of the risks shall remain the responsi-

bility of those who create it and not the regulator�s

• the legislation can withstand rapid technological

advancement and societal change.

To aid this progression, the Robens Committee�s

Report proposed a goal setting framework founded on

the self-regulation principle should replace the old pre-

scriptive regime, in order to focus on the end goals and

not the delivery method and exact means of achieving

compliance. The new framework also ensures that all

work activities are generally covered, enhancing the

overall level of protection afforded to the public.

The principles of the Robens Committee�s report are

enshrined in the Health & Safety At Work etc. Act

[HSW, 1974], significantly influencing the modern

health and safety regulatory framework. The Act im-

posed duties in wide general terms on employers in

mitigating the effects of work activities on employees,

customers, and members of the public.

The Act provides a comprehensive framework of

procedures and obligations concerning all matters relat-

ing to health, safety, and welfare in work activities

throughout the UK. Furthermore, as an enabling Act, it

permits other Regulations (secondary legislation) con-

cerning specific matters affecting health and safety to

be introduced.

The goal setting approach provides an advanced and

progressive paradigm for compliance with the legal and

societal obligations of the business enterprise. In this

spirit, it is adopted by the emerging international safety

standard [IEC] in recognition of its inherent potential

for simplicity, pragmatism and elegance in realization

of self regulation.

3. LIFE-CYCLE, A RISK PERSPECTIVE

The achievement and management (assurance) of

safety pertaining to products, processes, and undertak-

ings is under an increasing level of scrutiny and regula-

tion [RSC, 1994; WR, 1992]. The changing societal

attitudes and increasing public awareness, in conjunc-

tion with the legal duties and commercial liabilities and

losses are encouraging the duty holders to adopt an

increasingly proactive and holistic view of the capacity
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of their products, processes, and undertakings to inflict

loss (harm and financial detriment) on people.

From a broad perspective, safety broadly relates to

the intrinsic qualities and characteristics of products,

which are designed-in features, as well as the modes of

application and interworking within a final environ-

ment. Ideally, the designed-in features should cater for

the foreseeable attributes, uses, and abuses within the

final environment. From this perspective, Safety Assur-

ance within the generic life-cycle can be broadly

viewed as two key phases:

I. Safety Engineering: design, development and

realization

II. Safety Management: deployment, retrofit,

maintenance, and decommissioning

This perspective is simple but synergistic with the

systematic achievement and management of safety, ad-

vocated by the emerging European and International

standards [IEC; EN50126]. Furthermore, there are a

multiplicity of drivers and reasons supporting the two-

phase framework, namely:

• different stake-holders involved with varying

goals and objectives

• different tools, techniques, and activities

• often vastly dissimilar time-scales

• different risk profiles and exposure potential

• different knowledge, skill, competency, and or-

ganizational requirements

• vastly different cost implications for correcting

errors and failures

This is the free market paradigm with the difference

that, while commercial losses associated with product

malfunction can be subject to material compensation,

loss of life and limb is less amenable to meaningful

compensation to the affected party. The protection of

the workers, contractors, customers, and the public

constitutes the core of the UK�s regulatory and statutory

regime through imposition of duties and consequent

fines and penalties upon proof of negligence [RSC,

1994].

The labeling of the two phases reflect the real focus

of safety effort and should not be interpreted literally in

the sense that Safety Engineering invariably involves a

measure of process planning and management. Further-

more, major faults and failures observed during the

Safety Management phase often require an iteration of

the Safety Engineering activities to enhance the intrin-

sic properties of the product, system, or process.

3.1. Safety Assurance Framework, the
Rationale

The proposed Safety Assurance framework comprising

Safety Engineering and Safety Management phases is

aligned with and responsive to the realities of develop-

ment, realization, and deployment of products, systems,

processes, and undertakings witnessed within the UK

railways. The high level perspective also broadly relates

to the ownership and control of the life-cycle processes

in the sense that the Safety Engineering phase is mainly

instigated, carried out, administered, and controlled by

the entrepreneurs, corporations, manufacturers, and

service providers in pursuit of an opportunity or fulfill-

ing a need. Interestingly, these stakeholders in the over-

all life-cycle are not necessarily the end-users per se. It

is predominately the latter group, the end-users, who

are exposed to the safety risks and bear the real cost of

poor safety engineering. The potential for causing

harm, i.e., functional and nonfunctional aspects pertain-

ing to the design and realization of a product, process,

or undertaking (project), essentially constitute the In-

trinsic Safety characteristics of the end deliverable.

However, safety risk is context-sensitive and in spite of

detrimental Intrinsic characteristics, a product, system,

process, or an undertaking can be adequately safe when

applied within the specified environment and opera-

tional parameters. Given that, in real-life circum-

stances, the environment and operational limits cannot

always be guaranteed, there is a need to extend the

management of safety beyond inherent designed-in fea-

tures.

In contrast, Safety Management relates to the appli-

cation/exploitation of the results of the Safety Engineer-

ing phase, often by those not directly involved nor

necessarily consulted regarding the inherent product or

process characteristics. A whole set of often different

issues arise during the application, which may be be-

yond the immediate control or awareness of the design-

ers. The potential for loss pertaining to the application,

retrofit, maintenance, and finally decommissioning of

a product, process, or an undertaking within its environ-

ment is broadly its Extrinsic Safety characteristics.

The Safety Life-Cycle concept is detailed in a num-

ber of emerging European and international standards

[IEC; EN50126]. However, these take a complex, de-

tailed, biased, and constrained view of the overall scene

and mainly focus on prescriptive guidance for the

achievement and management of safety during the de-

velopment phase.

3.2. Failure, Consequence and Loss

Failures in Safety Assurance invariably lead to detri-

mental consequences causing business loss which can
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be viewed from three broad perspectives comprising

safety, commercial, and environmental dimensions. It

is imperative to address the entire spectrum of outcomes

in order to do justice to the cause of safety. In this spirit,

any attempt at prescription, achievement, and manage-

ment of safety in isolation from the overall business

context runs the risk of generating a myopic, unreal, or

unachievable goal. The secondary consequences of a

single-dimensional focus on treatment of safety is the

need to restart other analyses from first principles and

artificially coalesce the commercial, environmental,

and safety issues together akin to a poorly matching

jigsaw puzzle. The framework for safety assurance

proposed here embodies a holistic perspective on the

specification, realization, and exploitation of products,

systems, processes, and undertakings. It generates a

three-dimensional and complementary measure of loss

as required by various stakeholders in support of busi-

ness decision-making:

a. Safety loss indicates a measure of harm to people,

potentially exposed to the risks arising from

products, systems, processes, or undertakings,

and may range from health issues to actual bodily

injuries including fatalities. Safety loss is subject

to the regulatory regime [RSC, 1994; HSW,

1974].

b. Commercial loss encompasses a broad category

potentially involving lost production, delays, dis-

ruptions, damage to assets, defective produce to

adverse publicity, claims, and compensations

which can generally be expressed in monetary

terms.

c. Environmental loss is a measure of harm to the

environment, which is often caused by the release

of harmful substances, mismanagement or im-

prudent exploitation of natural resources. The

outcome is generally the contamination, degra-

dation, and even destruction of the ecological

balance in the environment. Environmental harm

is subject to increasing levels of regulatory con-

trol [EPA, 1990; EA, 1995; CIMAH].

While the tolerable levels of safety and environ-

mental harm which can be caused by business activity

or disruption are subject to the regulatory regime [RSC,

1994; HSW, 1974], the commercial loss largely remains

the prerogative of the business. However, all three per-

spectives are often interrelated and highly relevant to

the business decision-making and prosperity.

3.3. SAFETY ENGINEERING

Safety Engineering broadly correlates with the design

and build aspects of the generic life-cycle and com-

prises: concept, feasibility, planning, requirements cap-

ture and specification, system design, system realiza-

tion, test, verification, and validation. In comparison

with the 16-stage Safety Life-Cycle described in the

emerging international safety standard [IEC] Safety

Engineering corresponds with the stages 1�13, i.e.,

from Concept to Overall Safety Validation. However,

the Standard�s treatment of Hazard & Risk Analysis

(stage 3) is poor and fraught with technical and concep-

tual problems, making it prone to misunderstanding and

abuse by the practitioners. For example, assessment of

risks and determination of tolerability based on simplis-

tic risk matrices as advocated by the Standard is a

flawed and at best a very poor tool in the systematic

assessment pertinent to high risk products, systems, and

undertakings potentially likely to lead to significant

losses. The concept of Safety Integrity Levels (SILs) is

also founded on a misconception of safety, which is a

heritage of mechanistic reliability view of safety, which

is also endemic within the railway industry.

3.3.1. Risk Matrices, Friend or Foe?

The frequency-severity risk matrix advocated by the

Standard [IEC] as a universal tool is only suitable for

hazard ranking and judgmental assessment of simple

hazards. The risk matrices, albeit some with quantified

scales giving a semblance of quantified assessment,

suffer from a number of intrinsic structural defects in

critical and demanding applications, namely:

• Coarse, order of magnitude, or worse, likelihood

and severity scales leading to rough and poten-

tially misleading estimates of risk.

• Extrapolation from judgmental hazard frequency

to safety consequences, missing Consequence

Analysis, hence potentially exaggerating risks.

While this is acceptable and conservative in the

context of safety, it may result in misallocation of

resource.

• Significant sensitivity to subjective opinion, lack-

ing an auditable rationale for the categorizations

of frequency and severity.

• Nonlinear Consequence scale, which is further

complicated by multiplication of two often intrin-

sically logarithmic scales for frequency and se-

verity.

• Unsuitable for risk aggregation, and potentially

misleading in some circumstances where interre-

lated risks may be individually considered and

dismissed as negligible or tolerable while the

aggregated total could potentially be intolerable!

This is a very serious shortcoming, exacerbated

by avoidance of systematic probabilistic Conse-

quence Analysis.
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• Coarse and arbitrary tolerability bands, often not

related to tolerability criteria advocated by indus-

try regulator.

• Nonstandard scales with the need for customiza-

tion for different sectors.

• Inappropriate for assessment of likely impact of

mitigation and control measures.

• Inappropriate for demonstration of ALARP or

adequate cost-benefit analysis.

The Risk Matrices, once regarded the state-of-the-

art in pseudoquantified assessment, are essentially out-

moded and inapt for today�s complex systems and

standards of best practice. They are a limited tool which

cannot be universally applied in replacement for sys-

tematic assessment, and it is not possible to compensate

for their structural defects and enhance their credibility

through customization of their numerical axes as advo-

cated by the Standard. These also encourage an incre-

mental as opposed to the holistic view of risks through

arbitrary allocation of tolerability bands. In short risk,

matrices are best suited to the ranking of hazards with

a view to prioritize the assessment effort. A systems

framework is required to provide a suitable and suffi-

cient environment for qualitative and quantitative as-

sessment of risks within a holistic approach to safety.

3.3.2. Safety or Just Failure?

The established safety culture within the railway indus-

try is primarily focused on failure modes of equipment.

The outward manifestations of this entrenched thinking

within the railways was, and still is, terminology in the

form of Wrong Side, i.e., dangerous, and Right Side,

i.e., relatively safe, Failures, reflecting the failure

modes of critical equipment and assets. The Wrong Side

Failure (WSF) category is further classified into Pro-

tected and Unprotected, depicting the role of detection

and protection mechanisms in containing the conse-

quences of asset failure.

Regrettably, safety performance criteria in the rail-

way industry are often quoted in terms of frequency or

probability of asset WSF. This classical misconception

of safety blatantly ignores the myriad of Equipment,

Procedural, and Circumstantial barriers to the escala-

tion scenarios postfailure. The existence of these barri-

ers often render dangerous failures less potent,

sometimes benign, or, at best, confined to incidents and

a measure of commercial loss. Safety also reflects a

particularly human-related perspective depicting ab-

sence of harm to people, whereas system and equipment

related failure modes pertain to a mechanistic perspec-

tive focused on machines alone. Furthermore, with

reference to the seven-stage systematic framework de-

scribed in Section 3.3.3, mere focus on WSF ignores

the need for Consequence and Loss analyses, while

running the risk of overlooking and underestimating the

harm and damage which may arise from the so-called

Right Side Failures. Alas, these entrenched misconcep-

tions of safety have recently been reinforced through

the emergence of international safety standard [IEC],

which has been adopted as the seed within a burgeoning

body of industry-specific standards [EN50126], all rep-

licating the basic misconception about safety with high

degree of fidelity!

The Standard�s concept of Safety Integrity Levels is

likewise primarily focused on system or equipment

failure and suffers the same myopic view of safety as

the Railways Wrong Side and Right Side Failure.

Within the context of continuous or high demand op-

eration, the Standard specifies numerical targets for

SILs against the probability of a dangerous failure per

year! The specification of �a dangerous failure,� which

is analogous to �a length of string� and is a far cry from

a systematic, scientific, and auditable metrics for safety.

The dangerous failure criteria demonstrate strong syn-

ergy with the traditional railway Wrong Side Failure,

which is a misconceived and inappropriate tool for

achievement and management of safety.

3.3.3. Risk Assessment Principles

It is often easier to fight for principles than to live up

to them

 A. Stevenson

The proactive identification of hazards of an under-

taking, product, system, or process and assessment of

their consequent risks is indispensable in the fulfillment

of the professional and legal duty of care for the duty

holders. A framework is required in order to ensure that

irrespective of the depth and breadth of an analysis, a

number of key processes are applied, and important

assumptions are explicitly stated and documented.

A systematic risk-based approach to the engineering

of products, systems, processes, and undertakings been

devised and developed at Railtrack. This entails a

seven-stage process for the identification of causality

followed by determination and assessment of conse-

quences arising from design, realization, and applica-

tion stages culminating in selection of safety optimizing

strategies. The systematic assessment process com-

prises seven key principles:

 I. Hazard Identification: This key stage focuses on

the identification and ranking of hazards arising

from failure of assets, business activities, and

external factors. Hazard in this context pertains

to actions and circumstances with a potential to
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cause harm to people, damage to the environ-

ment, or commercial detriment to the business.

Prudent identification of hazards often entails

employing empirical/historical knowledge (e.g.,

check lists) in conjunction with creative, diver-

gent analysis [FMEA, 1991], brain-storming,

and HAZOP [Knowlton, 1992] as appropriate. It

is imprudent to constrain the scope of analysis a

priori based on the physical or perceived bounda-

ries of the problem domain. The true boundary

for the analysis should emerge through consid-

eration of the domain of influence of various

factors involved. This may indeed transcend the

real physical boundaries by a considerable mar-

gin as in the case of Radio Frequency Interfer-

ence (RFI) radiated by electronic equipment.

II. Causal Analysis: This relates to the need for

identification, modeling, and potentially quanti-

fication of basic causes of failure including hu-

man error and component/subsystem failures.

The tools of Causal Analysis primarily originate

from the reliability assessment domain and em-

ploy graphical notations for demonstration of the

logical relationship of the causative factors with

the hazard or failure [FTA] These are employed

to generate a forecast for the probability or fre-

quency of each potential failure or hazard.

III. Consequence Analysis: Failures of resources,

assets, and processes invariably lead to a range of

consequences, which could potentially comprise

Safety, Commercial, and Environmental out-

comes as detailed above. Alas, this mode of

analysis is poorly understood and rarely applied,

leading to the abuse of Causal Analysis tools in

the Consequence domain. A defensive knowl-

edge elicitation and modeling technique, Ad-

vanced Cause Consequence Analysis (ACCA),

has been specified and developed at Railtrack,

UK. The ACCA methodology, an enhancement

of the Cause Consequence technique [Nielson,

1975] aims to identify, graphically model, and,

where appropriate, quantify various physical,

procedural, and circumstantial barriers to the es-

calation of failures/hazards into adverse conse-

quences. This technology has been extensively

applied to hazards within the railway and enjoys

intuitive graphical front end for ease of verifica-

tion and validation, supported by an advanced

statistical engine for quantitative post processing.

IV. Loss Analysis: The consequences of a hazard

(incidents and accidents) are often associated

with a measure of loss, which may manifest in

financial terms or measures of harm to people or

damage to the environment. Loss analysis is

often a subjective and unsystematic process,

which does not readily lend itself to audit, cor-

rection, and improvement. Loss analysis within

the context of this framework comprises system-

atic forecasting of the extent of harm to people

exposed to the hazards of an undertaking, prod-

uct, or process, harm to the environment, or other

business detriment expressed in financial terms.

A General Loss Estimation Engine (GLEE) has

been specified and developed at Railtrack, UK to

assist with objective and transparent estimation

of degrees of loss and harm associated with a

forecast accident. GLEE comprises three internal

engines referred to as Safety Loss Estimation

Engine (SLEE), Commercial Loss Estimation

Engine (CLEE), and Environmental Loss Esti-

mation Engine (ELEE), each hosting a broad

range of physical and statistical models for ob-

jective estimation of loss. For a particular acci-

dent and associated parameters such as speed,

location, etc., GLEE generates three single point

or stochastic estimates relating to safety harm in

terms of injuries and fatalities, commercial loss

in monetary terms, and the extent of environ-

mental damage also expressed in monetary

terms.

V. Options Analysis: This mode of analysis em-

ploys a portfolio of empirical knowledge, expert

opinion, and creative techniques akin to those

employed in stage I, to identify and rank potential

options aimed at reliability enhancement or dam-

age containment. The costs associated with each

option are estimated in order to enable prudent

decision-making at a later stage. The Options

portfolio comprises two broad categories of Re-

duction and Containment options, respectively.

The Reduction type options are aimed at preven-

tion or reduction in the rate of occurrence of

hazards, often through enhancement of reliability

and availability of assets and other resources. The

Containment type options, on the other hand,

serve to limit the disruption and consequent loss,

which follows the realization of a hazard.

VI. Impact Analysis: This mode of analysis is aimed

at systematic assessment of the overall effect of

each identified option on the three potential loss

components, safety, environmental, and com-

mercial, associated with each failure or hazard.

This is mainly achieved through the incorpora-

tion of the likely effects and benefits of each

option into the Causal and Consequence mod-

els and reassessment of the potential

losses/gains through Loss Analysis.
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VII. Demonstration of Compliance: Upon assess-

ment of the overall business loss associated

with the poor performance, failure, or disrup-

tion of a product, system, process, or undertak-

ing, the risks associated with continuation of

the current strategy are revealed. This together

with the impact of the options portfolio provide

a systematic and powerful decision support

tool, in aid of optimization of safety/business

strategy. The demonstration of compliance in

the UK involves the comparison of the total

individual risks of fatality arising from a prod-

uct, process, or an undertaking, with the indus-

try benchmarks, with a view to establish the

disproportionality criteria [HSE, 1992]. A sub-

sequent net cost to safety impact analysis is

carried out to identify the loss elimination, miti-

gation, or control measures qualifying for im-

plementation. At the end of this exercise, having

implemented all reasonably practicable op-

tions, it can be demonstrated that the totality of

safety losses arising from the product, process,

or the undertaking are at As Low As Reasonably

Practicable levels, as required by the UK regu-

latory framework.

The framework possesses strong synergies with the

systems paradigm in the sense that a consistent and

rational set of interrelated activities give rise to an

emergent property, i.e., enhanced understanding and

confidence in the nature and extent of risks and the

likely solutions for mitigation or elimination. The seven

assessment principles are depicted in Figure 1.

The criteria for tolerability of safety risks in the UK

industry have been developed and published by the

Health & Safety Executive [HSE, 1992]. These mainly

relate to the individual risk of fatality arising from

industrial activities and have been classified into three

broad bands, representing intolerable, tolerable, and

negligible risks, respectively. In principle, the undertak-

ings leading to intolerable levels of risk shall not be

carried out save in extraordinary circumstances. The

undertakings potentially leading to tolerable risks are

only permitted if all practicable measures are imple-

mented to reduce the consequent risks to the lowest

reasonable levels (ALARP). As Low As Reasonably

Practicable is a narrower perspective than physically

possible. The demonstration of ALARP entails an as-

sessment of costs, benefits, and safety impact of each

measure, bearing in mind the level of risks. If the risks

are high, only measures (options) with a grossly dispro-

portionate net costs to safety benefits can be justifiably

considered unreasonable whereas, for lower risks, pro-

portionality is a measures of reasonability. Finally, un-

dertakings resulting in negligible levels of risk

generally require appraisal and documentation of key

assumptions.

3.4. Safety Management

Safety Management broadly correlates with the ap-

plication and maintenance/disposal aspects of the ge-

neric l ife-cycle comprising: installation,

Figure 1 The seven-stage systematic risk assessment framework.
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commissioning, test, operation, retrofit, enhancement,

maintenance, and decommissioning. In comparison

with the 16-stage Safety Life cycle described in the

emerging international safety standard [IEC], Safety

Management corresponds with the stages 14, 15, and

16, i.e., from Operation, Maintenance, and Modifica-

tion to Decommissioning. However, the Standard is

largely focused on the Safety Engineering phase

whereas, Safety Management by and large constitutes

the most critical phase of a product, process, system, or

undertaking�s life cycle. This is typified by the limited

and scant coverage of the issues pertinent to the highest

risk exposure phase corresponding to the application,

maintenance, and retrofit aspects. The assumption pre-

sumably being that once a product or system is designed

with safety in mind, it will look after itself throughout

the rest of its life while in use. The secondary rationale

may be the difference in stake-holders involved in the

sense that a product or system which has graduated and

emerged from the engineering and production process

is for most intents and purposes a final product in the

ownership and control of the end-users.

In practice, the Safety Management phase requires a

systematic approach, which must be proportionate to

the level of risks involved. This is particularly pertinent

to high-risk novel systems and undertakings where

insufficient evidence for their satisfactory operation is

available and confidence needs to be built up with a

reasonable period of operation and service. The Safety

Management System (SMS) ensures that the product,

system, process, or undertaking delivers the required

safety and performance and losses are contained when

the unexpected occurs. This comprises a number of

distinct activities, which collectively yield a high de-

gree of preparedness and resilience against potential

failures as follows:

I. Planning and Resource Estimation: The success-

ful implementation of Safety Management Sys-

tem is largely dependent on a staged plan with

adequate resourcing. The implementation plan

must identify the key stages, time scales, concur-

rent and sequential tasks, milestones, and the

level of resource requirement at each stage. The

plan should incorporate the activities, observa-

tions, and tests required to monitor the perform-

ance of the product, system, process, or the

undertaking until sufficient confidence is gained

through satisfactory operation.

II. Organization and Resource Allocation: Further

to planning and resource estimation, a suitable

and sufficient organization must be devised and

adequately resourced with equipment, proce-

dures, and personnel to carry out the plan. The

organizational hierarchy, composition, authority

and reporting lines, requisite competencies, and

the delegation procedure must be established and

briefed to all involved in the safety management

process. Soft issues such as morale, commitment,

process ownership, and prudent engagement of

contractors should be addressed as part of effec-

tive resource allocation.

III. Implementation and Training: The plan and the

requisite organization to support it must be im-

plemented prior to or concurrent with the intro-

duction of the product, system, process, or the

undertaking into service. It is important that the

human resource be fully briefed and trained to be

conversant with their respective roles, responsi-

bilities, and authority. Where a need is identified

to acquire or complement existing competencies,

arrangements have to be made to provide suitable

training.

IV. Control of Configuration and Change: The

Safety Engineering phase identifies the hazards

arising from a product, system, process, or an

undertaking, based on empirical knowledge and

foreseeable circumstances. The subsequent risk

assessment and safety optimization remain valid

so long as the basic configuration of the overall

environment and the asset population, composi-

tion, and functionality are maintained within

original parameters. The maintenance and man-

agement of configuration is key to the validity

and efficacy of the safety measures throughout

the life-cycle. Should a significant change occur

in the level, structure, or composition of the

assets, organizational hierarchy, or influencing

external factors, the change in risk exposure and

potential effects on the safety strategy must be

reassessed. This is ideally achieved through an

iteration of the Safety Engineering phase and

may result in modified or potentially new ap-

proach to the assurance of safety.

V. Hazard Management: The development and en-

gineering phase is typically of much shorter du-

ration than the deployment of a product, process,

or an undertaking. Furthermore, the ownership,

management, and societal/legal liabilities are

likely to change at various points throughout the

life of a system or product. It is essential, there-

fore, that, at each point of transfer, all safety

analyses, particularly the repository of the iden-

tified and maintained hazards, are transferred to

the new duty holders. The identification of haz-

ards also relies upon a prudent blend of empirical

and creative knowledge about the nature and

interactions of a system or product likely to be
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hazardous to the people, the business, or the

environment. However, in novel and complex

systems, it is unlikely that all such hazards are

foreseen and thus eliminated or mitigated proac-

tively. Depending on the numbers and usage of

such systems, these unforeseen hazards would

manifest themselves at some stage during the

commissioning and deployment phase. These

must be recorded within the repository, analyzed,

eliminated, or controlled through the same rigor-

ous processes depicted in the Safety Engineering,

to ensure optimal levels of safety are maintained.

The TWA Flight 800 case typifies the potential

for previously unforeseen circumstances to cause

tragic and immense catastrophes. The repository

of hazard and risk information normally referred

to as a hazard log may be in paper or electronic

form.

VI. Review and Continual Improvement: Apart from

the incidence of change and external triggers

such as changes in the environment or emergence

of new technologies, the Safety Assurance proc-

ess should be subject to review and potential

enhancement at reasonable intervals. In particu-

lar, lessons learned through the application of

planned monitoring and inspections ought to be

reviewed and adapted for process enhancement

in the spirit of continual improvement.

VII. Contingency Measures: Safety Engineering

process employs empirical knowledge supple-

mented with creative thinking to identify a range

of circumstances with a potential to cause harm

to people, damage to the environment, or com-

mercial loss to the business. The inherent de-

signed-in features of the product, system,

process, or the undertaking are primarily aimed

at prevention or damage containment against the

identified hazards. Given that, without the benefit

of foresight, the entirety of the potential hazard

space cannot be reliably mapped, it is always

likely for a previously unknown circumstance to

pose a new hazard to the safe operation. It is

therefore essential to devise and include contin-

gency measures within the Safety Management

process as a �safety net� against all unforeseen

hazards when all else fails.

VIII. Audit Regime: The processes of Safety Engi-

neering and Management must be documented at

a level of detail appropriate to the magnitude of

the potential risks and the dimensions of the task.

An audit regime should subsequently be devised

and implemented in order to ensure compliance

with the specified procedures. The frequency and

level of audit should be tailored proportionate to

the scale and scope of the Safety Assurance

framework implemented within an organization.

The output of the audit regime should be assessed

at the Review and Continual Improvement stage.

It is prudent to employ a proactive, as opposed to

reactive, auditing philosophy in order to optimize

the benefits accruing from this activity. Safety

Management System should be treated as a live

and dynamic process, which must be kept up-to-

date in order to ensure optimum preparedness

against the foreseen and unforeseen failures and

disruptions. However, it is prudent to maintain a

sense of perspective and apply the process at a

level and degree of rigor commensurate with the

potential risks.

4. THREATS AND OPPORTUNITIES

In general, activities are undertaken when there is a

perception or evidence that:

• Goals are worthy and realizable

• Risks are negligible or under control

• Gains generally outweigh the costs or losses

In the context of day-to-day usage, risk is broadly

synonymous with exposure to mischance, peril, and

loss. The business community often uses uncertainty

and risk interchangeably and generally views risk as:

exposure to adverse consequences, financial or physi-

cal, as result of either the decisions made and pursued

in the course of a business venture or the environment

in which the venture exists [Webb, 1994]

However technically, risk embodies both the prob-

ability/frequency as well as the severity of a loss. Fur-

thermore, it is necessary to explicitly state a number of

other parameters in order to give a sufficient description

of risk, i.e.:

• Nature of Consequent Loss? Harm to people,

commercial disbenefit, etc.

• What Severity? How much loss in lives, money

terms, etc.

• Arising from What? The nature of the initiating

hazard.

• How Likely or Frequent? The probability or fre-

quency of the losses.

• To Whom? Who are the affected groups of peo-

ple, organizations, etc.

The underlying assumption in all diverse applica-

tions and interpretations of risk is that it is generally
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synonymous with detrimental effects and undesirable

circumstances in life, hence associated with threats. It

is true to say that most rational activities are undertaken

in pursuit of a need or an opportunity. The needs could

range from personal to societal while the exploitation

of opportunities is often the realm of entrepreneurs.

Opportunities may also range from relatively benign

activities such as maintenance to preserve or enhance

the performance of a product or process to the exploi-

tation of technological, commercial, or scientific devel-

opments and breakthroughs. In reality, the real gains

come from identification and timely exploitation of

opportunities and not just keeping the threats at bay

[Drucker, 1989].

The threats and opportunities are not mutually ex-

clusive but a continuum. They often coexist simultane-

ously in most undertakings, and, as such, the real focus

should be on identification, systematic treatment, and

optimization of balance between threats and opportuni-

ties. Mere focus on threats (risks) is at best, even if fully

achievable, retrogressive in nature, and would not con-

tribute significantly to progression and advancement.

Furthermore, by focusing resources on strategic oppor-

tunity management while maintaining the threats at a

tolerable level, new systematic knowledge and know-

how is likely to emerge. This may in turn provide more

effective (nonlinear, high gain) solutions to the original

threats than the traditional incremental approach to

their mitigation and control.

5. SYSTEMATIC SAFETY ASSURANCE,
THE WAY AHEAD

Of course they are out of date. Standards are always

out of date. That is what makes them standards. [Ben-

nett, 1969]

The emerging international safety standard [IEC]

essentially comprises four key concepts:

I. The Safety Life-Cycle

II. Safety Management

III. Design of Safety-Related Systems

IV. Competencies

In the author�s view, the standard [IEC] is particu-

larly detailed and focused on the process issues promi-

nent in stages I and III above; but, as a document with

its origin more than a decade ago, it is not aligned with

best practice in other areas today. The following is a

nonexhaustive list of key limitations:

• The risk technology advocated by the standard is

poor, noncompliant with a systems framework,

and inappropriate for complex high-risk prod-

ucts, systems, processes, and undertakings.

• Insufficient business perspective.

• Inappropriate focus on equipment failure as a

measure of safety.

• Excessive focus on the design and development

phases.

• Poor and inappropriate metrics for safety.

• Simplistic methodology for determination of

SILs.

• Insensitivity to the economic costs of achieving a

given SIL and, in the light of subjective process

for determination of SIL, any need for future

upgrade, e.g., from SIL2 to SIL4 may prove

costly, if not impossible.

• Excessive emphasis on the process at the expense

of softer issues.

• Inappropriate incremental focus on hazards as

opposed to holistic risk.

• Inappropriate consideration of risk tolerability

criteria.

However, on balance, the standard [IEC], even in its

draft form, has served to fill a significant vacuum in the

structured approach to safety. There is a need to develop

and promulgate best practice in risk technology as a

potent tool to counter the technological complexity

confronting us in every walk of life. Better still, more

resources ought to be applied to the development of

systematic opportunity management, where the real

scope for significant advancement lies. To achieve this

imperative, we need to resort to our resourcefulness, the

creative faculties and systematic knowledge within the

context of a structured framework.

6. CONCLUSIONS

A number of factors are fundamental to the effective

achievement and management of safety. These apply

irrespective of the problem domain and the nature of

technology involved:

• Identify what may foreseeably go wrong.

• Identify what can be done to eliminate, mitigate,

control, or transfer the safety risks.

• Proactively apply reasonable measures and opti-

mize safety against other factors.

• Be prepared for the unforeseen circumstances.

However, the burgeoning complexity and interrelat-

edness in the technological world around us pose a

major challenge in the identification of hazards and

application of proactive mitigation and control meas-
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ures. Meanwhile the analytical and management sci-

ences have largely failed to keep pace with rapid devel-

opments in technology, thus exposing the society to

increasing uncertainty and risk. The confluence of the

systems approach and a risk-based perspective pose a

formidable defense against the threats arising from the

relentless desire to harness the potential of scientific

discoveries and innovations.

The process and principles advocated in this paper

constitute a rational, systematic, and auditable frame-

work for the assessment and subsequent holistic man-

agement of intrinsic and extrinsic risks (safety,

commercial, environmental) in any context. The adop-

tion and exploitation of these principles lead to the

emergent property of enhanced confidence in the safety

of products, processes and undertakings throughout the

life-cycle. This is the systems paradigm.

6.1. Definitions

Hazard: An object, act, or situation with a potential

to cause loss.

Consequence: A condition which arises from the

addition of energy or exposure to a hazard. These

may range from benign to catastrophic incidents

and accidents. A range of consequences may be

associated with a hazard.

Loss: A measure of harm to people, damage to the

environment, or commercial detriment to a busi-

ness.

6.2. Glossary

ACCA      Advanced Cause Consequence Analysis

ALARP As Low As Reasonably Practicable, UK

FMECA Failure Mode, Effects and Criticality

Analysis

HAZOP Hazard and Operability Study

HSW Health & Safety at Work Etc. Act, UK

MHSWR Management of Health & Safety at

Work Regulations, UK

NTSB National Transportation Safety Board,

USA

RFI Radio Frequency Interference

SIL Safety Integrity Level

SMS Safety Management System

WSF Wrong Side Failure
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