
SONJAI  KUMAR,
Certified Risk Management Professional

(Institute of Risk Management, London)
Post Graduate Diploma in Actuarial Management, City 

University, London,
MA (Mathematics), 

Senior Management Program , IIM Calcutta

1



Risk Identification

There are many risk identification methods such as 

 Documentation Reviews

 Brainstorming

 Delphi Technique

 Interviewing

 Root Cause Analysis

 SWOT Analysis (Strength, Weakness, Opportunities 
and Threats)

 Checklist Analysis
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Brainstorming

 When objectives are clearly understood by 
participants

 Performed with group of individuals

 Known unknowns risks may emerge, and perhaps 
even some risks that were previously unknown 
unknowns may become known

 Leadership skills

 Participants to do some background preparation

 Bottom up risks
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Flow Chart

 Systematic demonstration of various linkages 
between the processes and different risks

 The visual presentation allows thinking more widely 
and establishing relationship. 

 Less chances to miss out risks as it is like a mind map.

 Graphically and sequentially depict the activities

 Risk identification in products, dependency analysis, 
decision analysis and critical path analysis. 

 Illustrate interdependency , pinpoint bottlenecks and 
determine a critical path. 

 Very useful method in analytical thinking. 
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SWOT Analysis

 Strengths and weaknesses are internal to the 
company 

 The opportunities and threats consist of variables 
outside the company and typically are not under the 
control of senior management 

 Time and effort must be spent on thinking seriously 
about the organization’s weaknesses and threats
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Risk Questionnaire and Risk Survey

 Questionnaire have series of questions

 External area 

 Internal Area 

 Questionnaires help think through own risks

 Questionnaire or survey, can be used in a workshop
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Delphi Technique
 The Delphi Technique helps in taking opinions of experts 

often done through the questionnaires, sent through mail. 

 Group facilitator aggregates all the anonymous 
opinions received through the questionnaires, sent two 
or three times to the same set of experts. 

 The experts can modify their answers in accordance 
with the replies given by other panel members. The 
objective of a Delphi technique is to reach to the most 
accurate answer by decreasing the number of solutions 
each time the questionnaire is sent to the group of 
experts. 

 The Delphi Method is useful in 2 scenarios.
 When there are many experts involved, and consensus is not likely to 

happen quickly.
 When the experts are geographically spread out, 
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Risk Measurement
 Two methods of risk measurement, Qualitative and Quantitative 

method.

 Purpose of risk quantification is to know the level of risks and plan 
for appropriate action. 

 Risk measurement based on two scales, likelihood and impact. 

 Likelihood is about the chances of happening of event (that is 
probability of materialization of risk), 

 Impact is the amount of loss that can happen. 

 Multiplication of the two is the expected loss

 Qualitative risk assessment is more suitable where likelihood and 
impact is not possible to define numerically such as assessment of 
failure of IT system. 

 Quantitative risk analysis, is objective in nature, where probability 
and impact can be numerically calculated
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Method of risk Quantification
 Standard deviation

 Value at risk

 Stress testing

 Scenario analysis
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Standard Deviation
 Standard deviation measures the dispersion of data from its expected value. 

 It indicates how much the each data point is deviating from its expected historical number

 For example, a stock that has high standard deviation experiences higher volatility, and 
therefore, a higher level of risk is associated with the stock.

 For example, suppose a stock achieves the annual rates of return over five years period are 4%, 
6%, 8.5%, 2%, and 4%. Suppose that the mean value, or average of annual return is 5% and 
standard deviation is 2.5%. 

 This means that on an average you will get 5% return each year and each individual yearly 
value is an average of 2.5% away from the mean.

 If suppose, the standard deviation would have been 1%, then the actual return would have 
been more closely packed
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Standard Deviation 
Advantage/Disadvantage

 The advantage of standard deviation is, 

 Easy and simple to calculate and simple of explain. 

 Applied in many different financial risks. 

 Easy  aggregation

 The disadvantage of this measure is

 This measure works well, when the distribution is symmetrical, 

 Does not work well if data points are too skewed either towards left of 
mean or towards right of mean, 

 Standard deviation should be used carefully knowing the dispersion of 
data point. 

 For distributions which are either negatively or positively distributed, 
other than standard deviations measures are used.   
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Value at Risk (VaR)
 Value at Risk (VaR) is defined as the maximum loss that a financial 

institution can suffer within a given time frame and within a certain 
confidence level. 

 Historically in 1989, JP Morgan Chairman, Dennis Weatherstone used to 
have "4.15 pm Report" every day.

 Please read the entire section-7 of the e-book “Risk Management in 
Current Scenario” where few chapters are written on this from insurance 
point of view, however, the concept remain for the Var methodology 
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Value at Risk (VaR)- Advantage and 
Disadvantage

 The advantages of using the VaR are

 Statistically it gives a good result with all the current use of calculation of risk 
based capital

 Measures in money terms so decision maker exactly know how much money he 
is to keep aside. 

 The VaR can be calculated for each of the quantifiable risks and then 
aggregated

 Allows the risk diversification because of the correlation effect. 

 The disadvantages of using the VaR are

 VaR is a good measure to quantify loss amount that occurs with relatively high 
frequency up to a defined level of probability; however, it is relatively poor in 
capturing the amount of loss beyond the defined level of probability which can 
be catastrophic in nature for the Company. 

 Var is very sensitive to the choice of data and assumption, s
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Stress Testing
 VaR is a good measure to quantify loss amount that occurs with relatively high 

frequency up to a defined level of probability; however, it is relatively poor in 
capturing the amount of loss beyond the defined level of probability which can be 
catastrophic in nature for the Company. 

 In Stress testing, assumptions are stressed to such an extent that it can give loss 
that can happen beyond the defined level of probability used in VaR.

 The purpose of stress testing is to measure the impact of potential adverse 
scenario that may arise to the institution helping them to devise an action 
plan for responding to and managing the risks identified in the stress 
testing exercise.

 The success of stress testing comes from right understanding of stress 
testing results on the part of senior management and the Board and 
thereby helping them development of appropriate scenarios. 

 Please read the chapter “Application of Stress Testing” on page 132 in 
the eBook “Risk Management in Current Scenario”.
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Scenario Analysis
 Scenario analysis is a process of analyzing future events by 

considering alternative possible outcomes. It presents several 
alternative future developments

 The Management is to decide whether the scenarios are 
standalone or correlated and interpret the results and create 
management action accordingly.

 World Economic Forum identified various scenarios of 
economic recovery such as Z-shape recovery, V-Shape 
recovery, U-Shape recovery, L and W shape recovery. 

 Sometimes loosely, stress testing, sensitivity testing and 
scenario analysis are interchanged, however, there are small 
differences between the three.
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Risks in Life Insurance 
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Risk Based Capital
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RBC/Economic Capital in Cr

Insurance Risk

Mortality Risk 200

Lapse Risk 300

Expense Risk 150

Sub Total 650

Financial risk

Interest Rate Risk 400

Equity Risk 100

Concentration Risk 300

Sub Total 800

Total RBC/EC
w/o Diversification 1450

Diversification -200

Total RBC/EC 1250



Correlation Effect
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Qualitative risk assessment
 A qualitative risk analysis prioritizes the identified risks using 

a pre-defined rating scale. 

 Risks scored based on likelihood and the impact on project

 Probability/likelihood is commonly ranked on a zero to one 
scale (for example, .3 equating to a 30% probability of the risk 
event occurring).

 The impact scale is (for example, a one to five scale, with five 
being the highest impact).
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Likelihood Assessment

 In the table, the likelihood can be classified under four categories as 
unlikely, possible, likely and almost certain. 

 These scales are created based on the experience of experts, some past 
data, use of judgment  and discussion with Senior Management . 

 For example, unlikely probability is least likely to happen and here it is 
mentioned as 2 to 3 times in 10 year time. 

 You can see that as we move from unlikely to Almost certain, the 
occurrence is increasing over the period of 10 year. 

 Therefore the quantification in qualitative risk assessment is subjective in 
nature.  
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Impact Assessment

 Similarly, the impact scale is also subjective in nature, where impacts are 
defined as Small, Moderate, Severe and Catastrophe. 

 Small represents a very small impact, while moderate is more than the 
small category, while severe impact has higher impact and catastrophe is 
highest scale. 

 Such qualitative risk assessments are very common in operational risk 

 Risk Control Self Assessment is one such exercise very common in 
operational risk where both likelihood and impact on the scale are taken in 
the similar scales.
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Risk Matrix 
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Risk Management

23



Risk Monitoring
 Why to Monitor risk

 To Test the effectiveness of risk management plan

 To see the actual performance against expected

 To Find early warning signal
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Risk Reporting
 Risk reporting is the final step in the risk management 

process. It enables the Company to communicate the risk and 
other information to all relevant stakeholders. The key 
stakeholders are Board of the Company, Risk management 
committee, Audit Committee, senior management, 
employees, regulators, rating agencies, securities exchange, 
customers both current and future. 
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