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Experience is a great teacher, but the fees are high! The paper describes the author ' s  experiences 
of training British Telecommunications plc (BT) project managers and their teams about  risk 
management (which includes both risk assessment and risk control). Risk management uses a 
manager's experiences to help the manager make judgments about what may happen in the 
future.  The au thor ' s  experience of helping project managers to use risk management techniques 
may enable others to avoid (or be prepared  for) the mistakes that are easily made. The paper  
includes a number  of fundamental principles and recommends ten key points that should be 
considered when using risk management techniques. The fee for this experience is unusually 
low--all  the reader has to do is invest some time in reading through the paper.  
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Establishing a methodology 

The requirement for risk assessment and risk control at 
BT originated as a natural consequence of the implemen- 
tation of a standard project management methodology. 

The first approach (suggested by Cooper and Chapman ~) 
was fairly straightforward in its implementation. However, 
there were far more barriers to achieving successful 
implementation of risk management than were apparent at 
the outset. 

The first project team at BT to try the method in a 
workshop was introducing a new information and control 
system. The feedback indicated that, whilst the project 
team could see some benefits from carrying out risk assess- 
ment and risk control, these benefits were outweighed by 
the inability to prioritise risks, which inevitably led to a 
large amount of time spent on paperwork. 

Learning experiences 

A description is given below of some of the experiences that 
the author has gained from running more than 25 work- 
shops at BT. This gives some hints and tips for people who 
facilitate, manage or belong to project teams. 

An early learning point was the realisation that the 
methodology was not as important as the goal of  risk 
management. This is seemingly an obvious statement, but 
it is one that can easily be forgotten by everyone. The 
methodology was simplified and a number of terms that had 
caused concern or confusion were removed. The steps are 
given in Figure 1. 

For example, the terms 'qualitative' and 'quantitative' 

when referring to risk assessment were removed because 
they did not improve the clarity of what was to be achieved. 
Indeed, some senior project managers expressed concern 
that the 'number crunching' detracted from the process 
by dissuading project managers from implementing risk 
management. The assumption is that project managers who 
become regular practitioners of risk management will 
gradually increase the sophistication of the modelling tools 
that they use. 

Writing a purpose statement 

Unless some boundaries are put around risk assessment, 
the identification of risks becomes an almost infinitely 
lengthy activity ('paralysis by analysis' as one workshop 
participant put it). This tendency was reduced by intro- 
ducing a purpose statement for risk assessment. This began 
as a statement of the decision that would benefit from the 
use of risk assessment, for example 'to decide how to 
improve the test strategy'. Some of these statements were 
still too vague. People often produced a statement which 
said that the purpose was to identify risks. This was 
challenged by asking 'so what?'. The subsequent debate 
defined what the analysis would be used for and produced 
a more useful statement. As a result it was necessary to 
define a purpose statement in more detail. This resulted in 
a purpose statement that contained the three following 
components: 

• Objective: Why is the analysis being done? What 
outcome is needed? For example, what decision is 
required? By when? 

• Project: The project is the project being analysed. 
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Risk Assessment 

Write Purpose Statement 

Divide Project 

Identify Risks 

Assess Likelihood & Impact 

J 

f 
Risk Control 

Generating Responses 

Identifying Links 

Selecting Responses 

Creating a Risk Management Strategy 

Figure 1 Risk methodology 

J 

• Scope: The scope is defined by the boundaries or limits 
of  the analysis, e.g. one work package. 

An example produced during one of  the events was 'to 
decide how to manage the interface between the many 
contract partners o f  project X during a concurrent system 
and process development phase' .  This kind of  purpose 
statement takes longer to produce, but does provide a focus 
for the assessment, and can be referred to when discussion 
and debate begins to wander. 

The purpose statement became the first step in the sim- 
plified method of  risk management. When there is a query 
about the need for a purpose statement (which often 
happens), it can be compared to the use of  an agenda for 
a meeting. Without one, a meeting can go on indefinitely; 
with one, there is a chance of  a useful outcome. The same 
can apply to risk assessment. 

Identifying risks 

The identification o f  risks consists of  a method used to 
generate the risks, and guidance on what those risks should 
look like when written down. 

The most commonly used method for identifying risks is 
brainstorming. It is simple to explain and already widely 
used. It can, however, easily defeat the use of  a purpose 
statement by introducing risks that are not pertinent. 

Guidance about the form of  words to use when describing 
a risk was the most difficult aspect of  facilitating this type 
of  development. Discriminating between today's  problems 
and potential future problems (risks) was tricky, but dis- 
criminating between a risk and its impact was even trickier. 

By defining a risk as a potential future problem, it was 
possible to eliminate the tendency to dwell on known issues 
such as 'incomplete requirements' or 'insufficient resources', 
and to consider the future by using words such as 'may 
b e . . . '  or ' poss ib le . . .  '. Generally, the more specific the 
description used for a risk was, the less likely it was that 
it would be misinterpreted later, e.g. 'there may be a major 
fault discovered during system testing'. Using these 
lengthier, but more specific, descriptions, it was easier to 
estimate the likelihood and impact during the next step. 
Unfortunately, people always seem to want to move on to 
the next risk or abbreviate a risk to just one or two words, 
e.g. ' testing',  without clearly defining it. This is a false 
economy, because of  the debate that will inevitably ensue 
when the risk is next discussed. 

Any risk that referred to time, cost or performance was 
potentially a statement of  impact, because those were the 
measures used for assessing impact. 'The project may be 
delayed by two weeks' is both a risk and an impact of  any 
number of  other risks. To get people to look beyond these 
high level risks it was necessary to try a number of  different 
approaches. One example was an exercise to discriminate 
between risks and the impact of  those risks occurring. This 
compounded the confusion as the distinction seemed to be 
very fine. 

After various attempts to find other methods, a cause and 
effect diagram proved to be most useful in differentiating 
between a risk and the impact of  a risk occurring. The effect 
(impact) could be derived immediately from the purpose 
statement, and then the causes (risks) of  that effect could be 
broken down to a lower level of  detail. An example of  a car 
journey is shown in Figure 2. This breakdown of  cause and 

I Car I ! Peop,e I 
May get I°st ~ '~ ,~  

- . ~ ~ May underestimate the journey time 

May Break Down " ~ ~ May forget to leave on time 

The map may be out of date / I 
The route may be poody signposted ~ The route may be congested 

= f -  

I Route I 
Figure 2 Cause and effect diagram for car journey 
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effect can be repeated to any level of detail. The amount 
of  detail can be determined by answering the following 
questions: 

• Can the risk be assigned to an owner? 
• Is the level of  detail sufficient for the purpose? 
• Are specific responses suggested? 

Assessing likelihood and impact 

The assessment of likelihood is relatively straightforward, 
although, for teams, it is necessary to ensure that people are 
consistent when using high, medium and low ratings. 
Generally, high likelihood had a better than even chance of 
occurring. For some project teams, a formal record of these 
assessment definitions proved useful for continuing risk 
assessment. As with all subjective assessments, bias 2 is 
inevitable. Often, disagreements about the assessments 
were caused by bias. For example, various members of the 
team having diametrically opposed views about a particular 
supplier because of their own experiences would result in 
a compromise rating of medium rather than either high or 
low. It is better to help members to decide which experi- 
ence is closest to the one being assessed by considering the 
similarities and differences of each situation; a compromise 
is rarely right. When a number of risks are being assessed 
at the same time, it is quicker if all of  the likelihood 
assessments are done first and then the impacts are 
considered afterwards. This avoids the need to constantly 
remind members of the definitions, and it separates the 
assessment of  likelihood from the assessment of the impact. 

Assessment of impact can cause a few headaches. Impact 
is usually measured in terms of duration or cost. Occas- 
ionally, performance has been used. For example, the 
impact of risks for a management information system was 
measured by how much they affected the number of  
simultaneous accesses. Performance related impact assess- 
ment would be most used where time and cost were of  
lesser importance. 

Two points are stressed when assessing impact. Firstly, 
the assessment is against the whole project, and not just the 
activities under consideration. This allows for all risks to be 
considered equally, wherever and whenever they are 
identified. Secondly, the impact is assessed assuming that 
no response is included (that is, only using available 
resources). This creates a baseline which can be used to 
assess the effectiveness of  other possible responses. I f  this 
is not adhered to, people assess the impact with an assumed 
response and give the risk a lower rating. Because of the 
lower rating, the risk is then given a low priority, and the 
assumed response is never put into action. 

Usually, assessment is not difficult provided that 
everyone is following the basics given above. It is still 
possible for some risks to cause a lengthy discussion. I f  this 
happens, check the following: 

• Is the risk clearly defined? 
• Is a variable involved? 
• Are different experiences (or bias) involved? 

An example of all of these is the commonly stated risk that 
'there may be a human resources shortage'. This risk is not 
defined to a sufficient level of  detail to be assessed easily. 
By breaking the risk down to a lower level of detail, it is 
possible to make it clearer. This is done by simply asking 
'which specific resource, for what activity?'. This may 
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produce many more risks, possibly one for each type of 
resource/activity combination used, but it quickly identifies 
the critical resources. The variable here is 'a shortage'; 
some people will consider one person for 1 h a shortage, 
and others may think one person for one week is a shortage. 
It is safer to include the variable at a particular level as part 
of the description of the risk. The restated risk becomes 
'there may be at least a three day shortage of software 
designers during the retesting of the application'. The final 
assessment of this risk will depend on the experiences of the 
people making the judgement. 

Generating responses 

A response is any action or activity that is implemented to 
deal with a specific risk or combination of risks. Responses 
can be categorised into different types. These have evolved 
into five types: accept, reduce, avoid, transfer, and con- 
tingency. It is usually more useful to consider the timing of 
the response rather than worry too much about the type of 
response, by deciding whether the response is to be 
implemented before or after the risk occurs. The difficult 
response is contingency. This is often interpreted as addi- 
tional allowances (both time and money) that can be used 
as a general response to a number of, usually unspecified, 
risks. A contingency response for a specific risk has two 
actions, one before the risk and one after the risk, the 
before action enabling the after action. An important task 
(often ignored or assumed) is to define a trigger point for 
implementing the after action. Using the car journey risk of 
'the route may be congested' as an example, the before 
action could be to carry a map in the car that would enable 
an after action of choosing an alternative route. The trigger 
point is more difficult, i.e. at what point is the congestion 
serious enough to warrant the use of  an alternative route? 
Without the trigger point being defined and agreed, the 
temptation is to sit and wait until it is too late for taking an 
alternative route to make any difference. 

A simple technique for generating responses for a 
specific risk is to draw a line horizontally across the middle 
of  a flip chart and write 'before '  above the line and 'after'  
below the line, and then brainstorm the possible responses 
to the risk. Frequently this highlights the range of options 
before the risk occurs in comparison with the number after. 
The generating of responses highlights the need to have the 
right people present at this stage. This is balanced by the 
lateral thinking that can occur when other people are 
included. An example of  this occurred when a team was 
considering the best way to deal with some risks involved 
in testing a new system. One person suggested the response 
'do not do any testing', which totally avoided the associated 
risks. Whilst this response was initially scoffed at, it 
became one of the options that was evaluated further by the 
team. In the end, the secondary risks associated with this 
option outweighed the benefits, but it does emphasise the 
need to keep an open mind when generating responses. 

Identifying links 

Treating risks as independent can be misleading. The 
concept of  dependence between risks is introduced at this 
point by the use of an influence diagram. 

Superficially, the creation of an influence diagram is 
simplistic. The question 'does risk A influence, or is it 
influenced by, risk B?' is asked. I f  the answer is yes, then 
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Figure 3 Influence diagram for customer-supplier relationship 

a line is drawn between the two risks (risks are represented 
by a circle) in the direction of  the influence. A diagram can 
be built up (see Figure 3) showing the influences between 
all the risks, but this can rapidly become a complex web of  
lines. It has been found that limiting the number of  risks to 
6 - 1 5  is sufficient to demonstrate how risks influence each 
other. These risks will have more links if they are related 
to the same activity or activities that occur at about the same 
time. It is fairly common to find that an assessment of  
likelihood is lower than that suggested by the risks that 
influence it. When a risk appears to influence or is 
influenced by a large riumber of  risks, it is worth checking 
that the risk has been broken down to a suitable level and 
is clearly defined. 

This having been said, the diagram can graphically 
demonstrate the importance of  some risks. 'The require- 
ments may change'  for example, is often thought of  an an 
opportunity for suppliers or prime contractors; however, it 
will also influence a lot of  other risks, and it reinforces the 
need to understand how these are interrelated. 

Selecting responses 

Selecting a response, or combination of  responses, requires 
an appraisal of  the effect that implementing the response 
will have on the original risk. A cost/benefit approach has 
been the most effective; by determining the effect each 
response has on the original risk ratings, and considering 
the implementation cost of  the response, the best response 
can be selected. This is not as easy as it may sound! The 
steps are as follows: 

• Create a baseline (usually the 'accept '  response, i.e. the 
original ratings). 

• Consider each possible response. Estimate the imple- 
mentation cost of  the response and the effect it would 
have on the original rating of  likelihood. 

• Reassess the impact of  the risk, assuming that the risk 
occurs, given that the response has been implemented. 

Key points worth remembering during this activity are the 
following: 

• The impact is often unaffected by a response that reduces 
the likelihood of  occurrence. 

• When a response totally avoids a risk, it is necessary to 
assess the secondary risks associated with that response 
to enable a comparison to be made. 

• Often, a single response will be implemented for a 
number of  risks, the benefits of  which may not be 
apparent when evaluating the risks individually. A 
record of  these additional benefits must be made. 

• If  the 'worst  case' impact is the only one considered, 
then the pessimist will not be able to differentiate between 
the potential responses! Using the best, most likely and 
worst case impacts can demonstrate the effectiveness of  
a response. 

Selecting responses creates a lot of  debate, challenges some 
'gut feelings', and makes people explain the rationale 
behind the most obvious choice. It is also very useful for 
questioning the 'belt and braces'  approach. Often, the 
desire is to implement two or three responses to a risk. This 
has the effect of  making the project manager feel good, but 
it costs more, and has relatively little, if any, cumulative 
effect on the risk's likelihood or impact. 

Creating a risk management strategy 

The main task here is to clearly document the results of  any 
assessment, and decide on the way in which these risks will 
be reviewed, and how new risks will be identified. The 
level of  documentation needs to be carefully thought out. 
For some large projects, a position can be created that is 
responsible for coordinating and recording all risk man- 
agement activities, but it must be clear that the responsi- 
bility for managing the risks lies with the risk owners and 
ultimately the project manager. Risk management must be 
seen as an integral part of  managing a project, and not as 
a bolt-on extra. 
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General 

People approach risk management with extremely varied 
expectations. Some think that they will need a degree in 
statistics, while others have always been doing risk 
management and want to know what all the fuss is about! 
The events offer a structure around which they can perform 
and communicate risk management. It gives people a 
common terminology and can be a positive team-building 
experience for the project teams--a positive experience 
because it is very difficult to apportion blame to any group 
or individual for something that has not yet happened! The 
creation of a supportive atmosphere with people making 
suggestions about how to overcome potential future 
problems is a powerful way of forming a project team. 

Risk workshops proved to be an effective way to kick 
start risk management within a given team. However, con- 
cerns were raised about the documentation, bureaucracy, 
and time and effort required to do risk management. This 
highlighted the serious threat to the successful implemen- 
tation of risk management, namely the team's attitude 
towards risk. To overcome negative attitudes to risk 
management, it is necessary to stress that risk management 
is an investment rather than an overhead. Assessing risk 
will not automatically produce correct decisions, but it will 
enable experts to make better decisions. 

Conclusions 
The experience of training project managers in BT to 
use risk management has, at times, been frustrating. My 
experience has also been very rewarding. I know that project 
managers have implemented preventive (often low-cost) 
actions as a direct result of  coming to a risk management 
workshop. These actions have ensured that some risks do 
not occur. Unfortunately, it is impossible to prove to the 
cynic that the risk would have occurred if the action had not 
been taken! 

I shall conclude with my top ten key points that people in- 
terested in risk management development should consider: 

• The method is not as important as the goal of risk 
management. 

• Agree the purpose of the analysis. 
• Try using a cause and effect diagram to identify risks. 
• Use a carefully chosen sentence to describe each risk. 
• Agree the ratings to be used for likelihood and impact. 
• Be wary of compromise with assessments of  likelihood 

and impact. 
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• Assess the impacts for the whole project, and avoid the 
inclusion of assumed responses in the assessment. 

• Clearly identify triggers for contingency responses. 
• The most successful delivery method is when delegates 

use real projects. 
• Launch a project with a risk management workshop. 

The future will see some tantalising developments in the 
method, theory and application of risk management tech- 
niques. This was succinctly stated in Reference 3. It is the 
acceptance and use of  these techniques by project managers 
at the sharp end that will prove their worth. Through my 
sharing of my experience with risk management, others 
may not need to go through all of the trials and experiments 
outlined above. I trust that the reader's investment of time 
in reading this paper has been worthwhile. 
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